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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the living CR of ACM_SBA [1].
2
References

[1]

S3-233269_draftCR_living_doc_ACM_SBA
3
Rationale

This pCR proposes the certificate lifecycle management section for the initial certificate and the end entity certificate. The lifecycle of a certificate needs to be considered because it affects network services and the security. The proposed text is based on the TR conclusion of KI #6.
4
Detailed proposal

*** START OF 1st CHANGES ***
X.4
Certificate lifecycle management 

Editor's Note: This clause describes several procedures dealing with the certificate’s lifecycle management.
In the implementation of a certificate lifecycle management framework, the NF lifecycle can be considered.
For example, when the certificate of an NF producer instance has been revoked without the knowledge of the NRF, the NRF might return that instance to the NF consumer during the discovery procedure, leading to unnecessary signalling due to the use of non-valid certificates. In that case, during the NF discovery procedure, the NRF may check that the potential producers, to be included in the response, do have valid certificates. How such a check is performed is left to implementation. For example, it can be based on locally stored information or by querying other network entities such as OCSP/CRL servers.
X.4.1
Certificates revocation procedures

Editor's Note: This clause describes the recommended certification revocation schemas to be supported in 5GC, in principle CRLs, and potentially (to be evaluated) OCSP and OCSP stapling. Corresponding sub-clauses can be added if required. 

*** END OF 1st CHANGES ***

